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Abstract - Identity verification and 

proctoring of online students are some of the 

key challenges to online learning today. 

Especially for online certification and 

accreditation, the training organizations 

need to verify that the online students who 

completed the learning process and received 

the academic credits are those who 

registered for the courses. Furthermore, they 

need to ensure that these students complete 

all the activities of online training without 

cheating or inappropriate behaviour. The 

COVID-19 pandemic has accelerated 

(abruptly in certain cases) the migration and 

implementation of online education 

strategies and consequently the need for safe 

mechanisms to authenticate and proctor 

online students. Nowadays, there are several 

technologies with different grades of 

automation. In this paper, we deeply 

describe a specific solution based on the 

authentication of different biometric 

technologies and an automatic proctoring 

system(system workflow as well as AI 

algorithms), which incorporates features to 

solve the main concerns in the market: 

highly scalable, automatic, affordable, with 

few hardware and software requirements for 

the user, reliable and passive for the student. 

Finally, the technological performance test 

of the large-scale system, the usability. 

privacy perception survey of the user and 

their results are discussed in this work. 
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Cloud computing, Computer vision, Data 
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I. INTRODUCTION 

There is no doubt that online learning has 

been gaining popularity throughout the past 

years. This phenomenon is not surprising 

given that online learning allows education 

institutes to operate at a lower cost and with 
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greater reach out to more students. 

Educational institutions are offering courses 

online to leverage the benefits of online 

learning. This is especially so since the 

advent of Massive Open Online Courses 

(MOOC). On the other hand, COVID-19 has 

been a challenge for traditional institutes 

offering face-to-face teaching, and these 

institutions have had to migrate (in a very 

short period of time) to a fully online 

education model forced by the pandemic 

situation. However, online learning 

implementation presents challenges. 

II. PROPOSED STRATEGY 

 

Online proctoring, generally refers to 

proctors (humans) monitoring an exam over 

the internet through a webcam. It includes as 

well the processes, occurring at a distance, 

for authenticating the examinee as the 

person who should be taking the exam. In 

this work, we present a new system that 

gives commercial solutions to all that was 

needed. It is based on web applications that 

offer continuous monitoring of online exams 

gain value of what benefits both institutions 

and students. 

III. Existing System 

E-learning has a serious deficiency, which is 

the lack of efficient mechanisms that assure 

user authentication, in the system login as 

well as throughout the session. Especially 

for online certification and accreditation, the 

training organizations need to verify that the 

online learners who completed the learning 

process and received the academic credits 

are precisely those who registered for the 

courses. Inadequate methods of identity 

verification affect the reliability of 

credentials and certification earned online 

 

IV. MODULES OF THE SYSTEM  

 

Gaze tracking: 

The first thing to do is to find eyes before 

we can move on to image processing and to 

find the eyes we need to find a face. The 

facial keypoint detector takes a rectangular 

object of the dlib module as input which is 

simply the coordinates of a face. To find 

faces we can use the inbuilt frontal face 

detector of dlib. So our task is to find an 

optimal threshold value against which we 

can segment out the eyeballs from the rest of 

the eye and then we need to find its center. 

Mouth open and close: 

If the user opens his/her mouth the distances 

between the points increases and if the 

increase in distance is more than a certain 
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value for at least three outer pairs and two 

inner pairs then infringement is reported. 

Person Counting: 

We used the pre-trained weights of 

YOLOv3 trained on the COCO dataset to 

detect people and mobile phones in the 

webcam feed. For an in-depth explanation 

on how to use YOLOv3 in TensorFlow2 and 

to perform people. 

Speech Recognition: 

The idea is to record audio from the 

microphone and convert it to text using 

Google’s speech recognition API. The API 

needs a continuous voice from the 

microphone which is not plausible so the 

audio is recorded in chunks such there is no 

compulsory space requirement in using this 

method. 

Face Recognition: 

This system includes a facial detection and 

recognition module through a biometric 

model created using registration time face 

pictures. The module output results are 

clustered in five groups determining. 

V. OVERVIEW OF TESTING 

Software testing is a process, to evaluate the 

functionality of a software application with 

an intent to find whether the developed 

software met the specified requirements or 

not and to identify the defects to ensure that 

the product is defect-free in order to produce 

a quality product. 

As per the current trend, due to constant 

change and development in digitization, our 

lives are improving in all areas. The way we 

work is also changed. 

For instance, we access our bank online, we 

do shop online; we order food online, and 

many more. We rely on software and 

systems. 

What if these systems turn out to be 

defective we all know that one small bug 

shows a huge impact on business in terms of 

financial loss and goodwill. 

To deliver a quality product, we need to 

have tested in the Software Development 

Process. Some of the reasons why testing 

becomes a very significant and integral part 

of the field of information technology are as 

follows. 

VI. RESULTS  

Software testing is a process, to evaluate the 

functionality of a software application with 

an intent to find whether the developed 

software met the specified requirements or 

not and to identify the defects to ensure that 
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the product is defect-free in order to produce 

a quality product. 

As per the current trend, due to constant 

change and development in digitization, our 

lives are improving in all areas. The way we 

work is also changed. 

For instance, we access our bank online, we 

do shop online; we order food online, and 

many more. We rely on software and 

systems. 

 

What if these systems turn out to be 

defective we all know that one small bug 

shows a huge impact on business in terms of 

financial loss and goodwill. 

To deliver a quality product, we need to 

have tested in the Software Development 

Process. Some of the reasons why testing 

becomes a very significant and integral parts 

of the field of information technology are as 

follows. 

 

VII. SCREENSHOTS 

 

Screenshot Home Page 

 

Screenshot User Registration 

 

Screenshot New User Picture  

 

Screenshot User Login 

 

Screenshot User Details 
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Screenshot Open Eye Gaze Tracking 

 

Screenshot User looking center  

 

Screenshot User Looking Right  

 

Screenshot User Looking Left  

 

Screenshot Open Mouth Opening Detector  

 

Screenshot Mouth open  

 

Open Person and Cell Phone Detector  

 

Screenshot Person Detection 
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Screenshot Phone Detection 

 

Screenshot Open Face Recognizer  

 

Screenshot Person Recognizer  

 

Screenshot Open Speech Recognizer  

VIII. CONCLUSION  

The ability to efficiently proctor remote 

online examinations is an important limiting 

factor to the scalability of this next stage in 

education.  

Presently, human proctoring is the most 

common approach of evaluation, by either 

requiring the test taker to visit an 

examination center or by monitoring them 

visually and acoustically during exams via a 

webcam. 

IX. FUTURE SCOPE  

Institutions, teachers, and students can take 

advantage of this system in their e-learning 

experience. 

 Students are interested in better and more 

reliable academic credit for e-learning 

courses, despite the necessity of classroom 

exams, to take advantage with his/her 

competitor in the real-life professional 

market. 

 The teachers can manage and take decisions 

during the subject period without having to 

wait for classroom exams. 

 Finally, the respect of the institution is 

based on the quality of its study system and 

results, which are its students. It is crucial to 

make sure that the person who gets their 

academic credit in an e-learning 

environment is the person who completes all 

the study plans of the institution. 
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